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1 Introduction 

Digidentity is a Qualified Trust Service Provider (QTSP) as defined in EU Regulation 910/2014 (eIDAS). 
Digidentity offers digital identities and electronic signing services globally. Our services are subject 
to international laws and regulations.  
 
Overall, the benefits of electronic signatures make them useful for organisations and individuals to 
streamline their workflows, improve efficiency, and reduce costs. As the legal framework for 
electronic signatures continues to evolve, they will become even more widespread and acceptable. 
 
Electronic signatures offer benefits that include: 
 

 Convenience: Electronic signatures eliminate the need for physical signatures on paper 
documents, making it easier and faster to sign and transmit documents. This is useful for 
organisations that require signatures from remote or geographically dispersed individuals. 

 
 Cost savings: Electronic signatures can reduce costs associated with printing, mailing, and 

storing paper documents. 
 

 Security: Electronic signatures are more secure than traditional paper-based signatures, as they 
use digital certificates to authenticate the signer and ensure the integrity of the signed 
document. 

 
 Compliance: Electronic signatures can help organisations comply with legal and regulatory 

requirements for signing, particularly when they are subject deadlines. 
 

 Environmental benefits: reducing the need for paper documents, electronic signatures help 
organisations reduce their environmental footprint and support sustainability efforts. 

 
Governments and private organisations can utilise electronic signatures to assure citizens and 
customers that relevant communications (documents, e-mails, invoices, etc) are messages from the 
sender and has not been modified since it was signed. 
 
Digidentity has developed a platform for digital signing with advanced and qualified signatures for 
individuals and organisations. This platform enables the highest level of identification (eIDAS High).  
 
Digidentity is the only Qualified Trust Service Providers that is allowed to issue certificates for 
qualified signatures using remote identification (replacing physical presence). The Digidentity 
Wallet provides our customers sole control over the personal authentication and signing certificates 
and verifiable attributes, which reside on Digidentity’s Hardware Security Module (HSM).  
 
The mission of Digidentity is to enable and protect the digital lives of our customers. Providing 
legally valid electronic signatures, that protect against fraud and forgery, support this mission. 
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2 Electronic Signatures 

Digidentity issues certificates for electronic signatures for both personal and business use. Electronic 
signatures for personal use are linked to an individual or natural person. Electronic signatures for 
business use are linked to an organisation or legal person. 
 
The eIDAS Regulation defines three different types of electronic signatures: 
[1] Electronic Signature (basic or simple) 
[2] Advanced Electronic Signature (digital signature) 
[3] Qualified Electronic Signature (digital signature) 
 
The terms digital and electronic signatures are often mixed as the perception is that they are the 
same. This is not the case.  
 
2.1 Electronic Signature 

An electronic signature or basic electronic signature is data in electronic form which is attached to 
or logically associated with other data in electronic form, and which is used by the signatory to 
sign.  
 
An Electronic Signature (Basic or Simple Electronic Signature) is a general term that refers to any 
method of signing an electronic document with the intent to have the same legal effect as a 
handwritten signature. National law sets a definition for the legal effect of an electronic signature.  
 
There is no identity verification process to obtain an Electronic Signature. An Electronic Signature is 
not secure and can easily be copied or modified. A document signed with an Electronic Signature is 
not protected against modification. 
 
Examples of Electronic Signatures: 

 Agreeing to the terms of an online subscription. 
 Signing your online tax return. 
 Typing your name in a document or at the bottom of an e-mail 
 Entering your PIN at a payment terminal 
 Clicking a button to indicate that you agree  
 Signing using a stylus or finger to sign on a touchscreen device 
 Adding a scanned image of your handwritten signature to a document 

 
2.2 Digital Signature 

A Digital Signature is a specific version of an Electronic Signature that uses a specific type of 
algorithm to verify the authenticity of a digital message or document. Digital signatures use a PKI-
based private key to sign a document and a public key to verify the signature.  
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A Digital Signature protects and secures documents against modification and confirms the identity 
of the signer. In the event that a digitally-signed document is modified, the signature is deemed 
invalid. 
 
To obtain certificates for electronic signatures, an identity verification process is performed to verify 
the identity of the Applicant. This ensures that the certificates are uniquely linked to that person. 
This identity verification and certificate issuance is done by Digidentity as a Qualified Trust Service 
Provider. As a result, relying parties are able to trust the digital signature as the signature is 
uniquely linked to the signer. 
 
Digidentity’s Advanced and Qualified Electronic Signatures are used to create Digital Signatures. 
 

 
 
[1] Customer sends PDF documents to the Hash Function (A) to create a hash of the document 
[2] Hash Function (A) sends the hash and the sign request to Digidentity using secure CSC API (B) 
[3] Smart Card Manager (C) sends the sign request to the virtual smart card on the HSM (D) 
[4] HSM (D) sends an authentication request to the Wallet on the phone of the Customer (E)  
[5] Customer enters PIN in the Wallet on phone (E) to confirm sign request to the HSM (D) 
[6] HSM (D) signs the hash with the private key of the customer and returns the signed hash to the 

Smart Card Manager (C) 
[7] Smart Card Manager (C) sends the signed hash using the CSC API to the Hash Function (A) 
[8] Hash Function (A) attaches the signed hash to the PDF document. Document is signed 
 
 
2.3 Advanced Electronic Signature (AdES) 

An Advanced Electronic Signature (AdES or AES) means an electronic signature which meets the 
following requirements (eIDAS Article 26): 
[a] it is uniquely linked to the signatory (signer) 
[b] it is capable of identifying the signatory (signer) 
[c] it is created using electronic signature creation data that the signatory can, with a high level of 

confidence, use under his sole control; and 
[d] it is linked to the data signed therewith in such a way that any subsequent change in the data is 

detectable 
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Digidentity offers Advanced Electronic Signatures based on a certificate for non-repudiation and is 
linked to a natural person. A customer can sign a document using eSGN web, Adobe Sign or one of 
our other partners. Our Digidentity Advanced is included on the Adobe Approved Trust List (AATL). 
 

Note: The abbreviation of Advanced Electronic Signatures is AdES according to eIDAS. Often the abbreviation AES is used 
for Advanced Electronic Signatures. AES might be confusing as AES is internationally known as Advanced Encryption 
Standards and defines data encryption technologies. Digidentity uses the eIDAS abbreviation AdES. 

 
 
2.4 Qualified Electronic Signature (QES) 

A Qualified Electronic Signature (QES) is an advanced electronic signature created by a qualified 
signature creation device which is based on a qualified certificate for electronic signatures (eIDAS 
Annex I).  
 
Qualified certificates for electronic signatures shall contain: 

 Certificate is a qualified certificate  
 Identification of a Trust Service Provider 
 Identification of the signatory (signer) 
 Validation information 
 Certificate validity period 

 
Only an electronic signature using a qualified certificate where the keys are on a 
qualified signature creation device (QSCD) is an EU Qualified Electronic Signature. A 
QSCD is a smart card, token or HSM which meets the eIDAS requirements and is 
registered under Article 31 of the EU Regulation 910/2014 (eIDAS) as a QSCD. A 
qualified certificate where the keys are stored on a non-QSCD, are not QES but only 
Advanced Electronic Signatures (AdES).  

 
Digidentity offers EU Qualified Electronic Signatures with Digidentity Qualified. A qualified signature 
is based on a qualified certificate for non-repudiation and is linked to a natural person. A customer 
can sign a document using eSGN web, the Digidentity eSigning API or through our partners who have 
implemented the Cloud Signature Consortium API, like Adobe Sign or CM.com.  
 

 

Our Digidentity Advanced Signatures and Qualified Signatures are 
included on the EU Trust List and the Adobe Approved Trust List (AATL). 

 
Digidentity is the only Qualified Trust Service Provider that is allowed to issue QES using remote 
identification. Our Remote Identification process will allow the customer to register for a QES in five 
minutes.  
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2.5 Comparison 

The overview below provides a comparison between Electronic, Advanced and Qualified Signatures. 
 

 
 
2.6 Electronic Seal 

Qualified electronic signatures for business are also known as Electronic Seals (Seal). A Seal is a 
qualified electronic signature linked to an organisation.  
 
Digidentity offers electronic Seals that are based on a qualified certificate for non-repudiation 
linked to a legal person. Seals are aimed at bulk signing on behalf of an organisation. 
Organisations can ‘stamp’ documents with a Seal to provide assurance on the content of the 
document (not changed since signing) and authenticity of the document (signed document is sent by 
organisation). In some countries in the EU, a Seal is legally binding making the person in control of 
the Seal, able to engage in contracts and other legal obligations.  



 

© Digidentity 2023 Public Page 9 of 14 

eS
ig

na
tu

re
s 
@

 D
ig

id
en

ti
ty

 

 
The use of Seals is focused on the mass signing of documents such as insurance policies, invoices, 
bank statements and other documents that organisations produce in bulk and send to customers. 
With a Seal, the organisation can guarantee the customer that the document is from the 
organisation and that the content has not been altered since signing the document. 

 
Contrary to personal qualified electronic signatures, a Seal does not require the sole control of a 
person but must be under the sole control of an organisation. An organisation can authorise 
multiple persons within the organisation to use the Seal. In addition, the requirement to see what 
you sign is not applicable to Seals as AutoSign processes signs documents in bulk and the 
organisation knows the content of each document. 

 
 
[1] Customer sends PDF documents to the Hash Function (A) to create a hash of each document 
[2] Hash Function (A) sends the hash and the sign request to Digidentity using secure SealAPI (B). The 

SealAPI is configured to connect to one virtual smart card containing the Seal 
[3] Smart Card Manager (C) sends the sign request to the virtual smart card on the HSM (D) 
[4] HSM (D) sends an authentication request to the AutoSigner (C) and AutoSigner returns the 

authorisation of the sign request to the HSM 
[5] HSM (D) signs the hash with the Seal and returns the signed hash to the Smart Card Manager (C) 
[6] Smart Card Manager (C) sends the signed hash using the SealAPI to the Hash Function (A) 
[7] Hash Function (A) attaches the signed hash to the PDF document. Document is Sealed.  

 
Digidentity offers Seals to individuals in an organisation as well as Seal AutoSign for automated 
signing of large volumes of documents. Our Digidentity Seal is included on the EU Trust List and the 
Adobe Approved Trust List (AATL). 
 
Digidentity is the only Qualified Trust Service Provider that is allowed to issue QES using remote 
identification. Our Remote Identification process will allow the customer to register for a QES in a 
fast and efficient manner.  
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2.7 Remote Signing (Cloud Signing) 

Remote Signing or Cloud Signing offer digital signatures both Advanced and Qualified Electronic 
Signatures where the signing certificates and signing application are hosted remotely often by the 
Qualified Trust Service Provider.  
 
Remote Signing gives the customer flexibility to sign from a mobile device without the need for a 
physical smart card or token. Digidentity eSigning service is a Remote Signing service. Our Wallet on 
your mobile phone provides the access to the signing key on our HSM. 
 
2.8 Qualified Time Stamp 

A qualified time stamp is the stamp generated with a digital time stamp certificate issued by a 
Trust Service Provider.  
 
eIDAS (article 33): A service to record the time and date from independent sources when a specific 
transaction took place, or a document was created in order to prove with high confidence that the 
respective transaction or data existed at that specific point in time. 
A Qualified Timestamp adds trust and confidence whenever the date and time are recorded.This 
eliminates the risks associated with uncertified clock systems. It enhances protection and credibility 
in case of legal dispute. 
 
Qualified Timestamping is an additional service to strengthen the qualified signature which is 
based on a certificate with a certain validity period (one year). By applying a qualified timestamp 
on your electronic signature, it will allow you to verify and prove that the certificate of your 
electronic signature was valid at the time of signature even after it expires or gets revoked. 
 
The qualified time stamp provides added value to the use of the electronic signature by delivering 
accurate information on when the signature was created. 
 
Digidentity offers Qualified Time Stamp for signing using the CSC protocol. 
 
 
2.9 Cloud Signature Consortium 

The Cloud Signature Consortium (CSC) is a group of international 
organisations and leading cloud providers that have joined together 
to promote the use of digital signatures in the cloud.  

 
The goal of the consortium is to establish an open standard for cloud-based digital signatures, with 
the aim of making electronic signatures more accessible and easier to use for businesses and 
individuals around the world. 
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The CSC's primary focus is on developing open standards for digital signatures that can be easily 
integrated into cloud-based workflows. This includes developing standards for digital signature 
creation, verification, and management, as well as for the cryptographic algorithms and protocols 
used in the process. 
 
The consortium is also committed to promoting the use of digital signatures and providing 
educational resources to help businesses and individuals understand the benefits and legal 
implications of electronic signatures. By establishing an open standard for cloud-based digital 
signatures, the CSC hopes to make electronic signatures more widely accepted and trusted across 
different industries and geographies. 
 
2.10  Electronic Signatures: Questions & Answers 

Question and answers about electronic signatures are available in our document:  
"eSignatures @ FAQ". 
 
This document is available on our website: https://www.digidentity.eu/en/documentation/ 
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3 Digidentity Innovations 

Digidentity has developed innovative technology to allow customers simple and secure registration, 
authentication and signing. 
 
3.1 Digidentity Virtual Smart Card 

Digidentity has a patented Virtual Smart Card (VSC) solution. Instead of a physical smart card or 
token, Digidentity uses an HSM to securely store the keys. Only the user can access the keys using 
the Digidentity Wallet on their mobile phone and their memorised PIN code to use the Virtual Smart 
Card. 
 
Digidentity offers both advanced and qualified electronic signatures using the Virtual Smart Card. 
The user can use the VSC to log in to systems (eID) or sign documents (electronic signatures).  
 
The Digidentity Wallet of the user is uniquely linked to the secure vault in the HSM. The Digidentity 
Wallet generates a unique device identifier which is stored in the secure vault. The device identifier 
makes sure that the Virtual Smart Card cannot be transferred or cloned to another device or 
replayed on another device. When a new Virtual Smart Card is issued, a new device identifier is 
generated. If the user has started using a new mobile phone, the user will receive a new Virtual 
Smart Card with new certificates. 
  
3.2 Remote Identification 

A requirement for the issuance of certificates for qualified electronic signatures, is to verify the 
identity of the natural person using physical presence (Face-to-Face meeting) or a method which 
provides equivalent assurance in terms of reliability to physical presence (eIDAS Art. 24.1d).  
 
The Digidentity Remote Identification solution uses technology to obtain a digital identity without 
physical presence for eIDAS Level High and eIDAS Qualified. Our Remote Identification solution 
provides an equivalent (or better) level of assurance in terms of reliability compared to a physical 
presence.  
 
Digidentity’s Remote Identification validates identity documents using the cryptographic 
verification of the data in the NFC chip. We use liveness detection, face comparison technology and 
manual checks to verify the identity of a live person.  
 
On 1 July 2020, the Conformity Assessment Body BSI Group The Netherlands (BSI), confirmed that the 
Digidentity Remote Identification solution provides an equivalent level of assurance in terms of 
reliability compared to a physical presence. BSI perform an external audit of the Remote 
Identification process as required by EU Regulation 910/2014 (eIDAS) article 24.1 sub d. 
 



 

© Digidentity 2023 Public Page 13 of 14 

eS
ig

na
tu

re
s 
@

 D
ig

id
en

ti
ty

 

3.3 Digidentity Wallet - eIDAS 2.0 

An updated version of EU Regulation 910/2014 (eIDAS) is drafted which is known as eIDAS 2.0. The 
first draft of eIDAS 2.0 was in 2018 and has been developed into a final proposal in June 2021. 
 
The proposal contains amendments to resolve eIDAS shortcomings and enhance the security and 
reliability of electronic identification and trust services. The implementation of eIDAS 2.0 is expected 
to be in force in September 2023. All EU Member States are required to make an Identity Wallet 
available to all EU citizens, residents, and organisations. 
 
Major updates in eIDAS 2.0: 

 Identity Wallet 
 New Trust Services (Remote Signing, Attribute Attestation) 

 
The Identity Wallet is an important addition in eIDAS 2.0. The Identity Wallet allows users to 
securely store and manage their electronic identities and trust services from a single wallet.  Users 
can use the Identity Wallet to access online services, sign documents and travel cross-border. 
 
The Digidentity Wallet is prepared for eIDAS 2.0. User can manage their identities, electronic 
signatures and other trust services from the Digidentity Wallet. As soon as the final requirements of 
the eIDAS Identity Wallet are defined, Digidentity will update the Digidentity Wallet to meet the 
eIDAS requirements. 
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4 Certification 

Digidentity is a Qualified Trust Service Provider (QTSP) as defined in EU Regulation 910/2014, also 
known as eIDAS. As a Qualified Trust Service Provider and Identity Provider, Digidentity is required to 
meet the requirements of several regulatory, standards and scheme requirements.  
 
Our HSMs are Common Criteria certified and are included on the EU list for Qualified Signature 
Creation Device (QSCD). The HSM and Smart Card Manager are part of our Trustworthy Systems 
environment which is audited against CEN TS 419 241 (Remote Server Signing) and CEN TS 419 261 
(Certificate Management). The Trustworthy Systems audit is required for our ETSI certification. 
Digidentity is certified as a Qualified Trust Service Provider for the issuance of qualified certificates 
for electronic signatures and qualified seals against ETSI EN 319 411-1 and ETSI EN 319 411-2.  
 
Digidentity uses external expertise to perform penetration tests and vulnerability scans on all 
systems including the Digidentity Wallet and the applicable identity registration flows. 
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